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"tr"he fulndarnental purpose of a Government website is to deliver information and

senrlces to citizens and other stakeholders using the rnedium of internet. lt is

extremely inrpontant to develop websites using state-of-the-aft technologies, hosting

!n"lfrastructure plays a erurcial role in the performance, availahiiity and accessibilitV"

seci:nty of these websites and usens with varying setups.

Genen;ally, the wehsites/web portals/web applications are hosted on special purpose

siervers In a Eata Centne which is a facility equipped with controlied power, cclollng,

systerms, physlca8 sea:un[ty, aeeess eontrofl and high speed neiuror$<ing infrastnucture,

storage systenn alomg with a stonaEe network. Frovision fon backups r::f data/

imfr:rrnatiorl reslelinE im Data Centre is also available. Multitien security infrastructure

is pr;"oteetlng !nfa:nrmation fnorn unauthorised access, cyher-attacks etc.

ffiESJflVffi
'Fhe r:bjeetive of this guidelines is to host all the websites of Government of Gujarat

at r"rne secured place i^e. State Data Centre with Governrnent domain name i.e.

*"o* gu.jarat.gov.in/ ""o*.gov.in / ****.nic.in.

.ffi.Q_ULA,R:

FoHowlmg gulidellnes sl"laflX he aonsidered fon hosting of the website erf Government r:f

\-I Ll I.-l I cl [.



1.0 WEBSITE DOTVXAIN NAME:
'1'1 All Organizations shall use the Government Dornain i.e. ****.gr.tjarat.gov.in/

*"**'gov'in / *"n*.nic.in. ln case of inevitable need of any other dornain narne,
the prior perrnissicln of DST is rnandatory.

"l'2 The organization has to fill up a fonnn for obtairrir"rg dormain r..Ieflrle and i"rr:strnrg

the website in the State Data Centre thereof.

2,OWHBSITE I.IOSTING:

2.1 Hosting in GSDC:

2'1'1 All onganizations should host the website in Gujanat State Data
Centre (GSDC).

2'1'2 ln case of very large disk space requirement, individual organization
wiil bring their server for hosting the same in the GSDC.

2'1'3 The hosting will be allowed only after subnnission of security audit
clearance certificate from Cert-ln Ernpaneileci Security Auditor

2.2 l-Josting ourtside G$DC:

2'2'1 In case of indispensable need to host tlre website on private server,
the organization shalr take prior permissiom frorn the DST.

2'2'2 -l-he organization shall be responsible for taking security auciit
clearance certificate frorn Cert-in Er-npaneliecf $ecunity Aud itcr.

3.OWffiBSITE SECUR$TY AUDtrT:

3"i The website shall be hosted in SDC only after subrnission of security audit
clearance certificate from cert-ln Empanelled security Auditor.

3'2 After initial hosting of the website in SDC, all onganlzations shall ensure
security audit of their websites (hosted at GSDC or outside GSDC) every six
months or on each website updation whichever is eartrier through CERT-[ur
empaneiled secu rity aud itors (U RL: www. cert-in. org. in/).

3'3 GIL will coordinate in conducting security audit of all websites hosted in
GSDC.

3'4 The respective onganization shall have to cornpiy t{re vuinerabilities founej
during the security audit with the herp of web deveioper.

3'5 Ali the state Governnnent DepartmentsiHoDsionganisations shall identify anef
desig'nate an eNistinE C[0 or Sr. Govt. Officla{ as Chief {nfornration securrity
officer (Ciso) as a Single Foint of Contact for hetten coondinatior.; ar-;d

irnplenrentation of variours cyber secunity related aetilriiles.



3.6 Department of Science &

Security Officer (SCtSO).

Technology will appoint state chief rnfornnation

By order and in the marne of the Gsvernor of Gujarat.
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_ -.flo;nt be/retrry tru/y.'r
$cience & Techhology Department

Governnrent of Guja rat.

o secretary to the Hon,'bre Governor ofGujarat, Raj Bhavan, Gandhinagar.w Chief Principal Secretary to Hon,ble C.M.o Frincipal secretary to Hon,ble C.M.o Secretary to Hon,ble C.M.
o PS to Hon,ble Minister, Science & Technology.o Deputy secretary to the chief secretary, Government of Gujarate All Secretaries Department.
o The chairman & Managing Director, Gujarat Informatics Ltd., Gandhinagar.o The Secretary, Gujarat Vigilance Commission, Gandhinag,ar.o The secretary, Gujarat pubric senrice commission, A,medabad.* The Secretary, Gujarat Legislature Secretariat, Gandhinagar.s 'Ihe Registrar, Gujarat High Court, Ahmedabad.
'r The seeretary, Gujarat civil services Tribunar, Gandhinagar.o All Fleads of Department.
o Atrl Heads of Office.
"* All Collectors.
'r Al1D,D.0s"
o The Aceounta_nt General, (A&E), Gujarat, post Box Ifo.ZZ,, Rajkot.
'g The Accountant Generar (A&E), Gujarat, Ahmedabad i:ranch, Ahmedabad.n* The Accountant Generar (Audit)-r, Gujarat, M.s.Building, Ahmedabad.'a llhe Director of Accounts & Treasuries, Gandhinagar.* All Treasury Officer.
w Al Pay & Accounts Officers, Ahmedabad/Gandhinagar.,a Resident Audit Officer, Ahmedabad/Gandhinugur. "
s Selectfile, S &TDepartment.


